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TWAIE,., SWIFT Da—H—t X1 ) Fo3RbEIE. TEEFEOERGHEAA—/\—H 4 FORMEHD

TTEDHLNTLS,
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WTIE, ED—RHNBTHD YA N—LIPYITUR] BNEAEINDEZ ENZLY,
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MUALE] &iERE,

Given their sophistication, range of motivations and pervasive scope, cyber attacks can present unique
challenges to FMIs’ operational risk management frameworks. In some cases, the risk management and
business continuity protocols used in the event of physical attacks are ineffective or could actually
exacerbate a cyber attack.
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(1) T&@HB41 > 75 (Financial Market Infrastructures) M7=&HDRAI]
(BEEfTHT)
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Identifying sources of operational risk

3.17.2. An FMI should actively identify, monitor, and manage the plausible sources of operational risk and establish clear
policies and procedures to address them. (Hli%)an FMI should assess the evolving nature of the operational risk it faces
on an ongoing basis (for example, pandemics and cyber-attacks), so that it can analyse its potential vulnerabilities and
implement appropriate defence mechanisms.
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(BEEfTHT)
2016 FE 2 BHICHRAE LNV I STV RAEEEEHE LI SWIFT 2y FT—0 DHE LT,

SWIFT [CH 9 2B 21— -+ 2G YA N—tXa ) T4 ZHRT I LOEEMUNRH SN,
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ZHEE,
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(SWIFT B BEAA —/N\—Y 1 FOBHEA)

- SWIFT [XERITHIGEA V73 ZDEHED TGV, HEZMDEELGREZA L T7T (—EHOFEEDERRE
DATLROCLS L EDEBMLERFTATI) NSWIFT DU —EXRITKFLTWAZ LIZEHS., RED
ATLOMHBLEE., €EMUATLOREDEANL., TEFHOPREBTICEZEEBRAA—/\—F 1 +

Z Rt

* SWIFT QEMRRIRAA —/A—F 4 FOEFIEL. NLF—hiRE)—F - F—N——F7—L L. TEE 4 HF
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Cooperative Oversight Group (OG, ¥=7 L)L) & & U Technical Oversight Group (TG, EFHEE L ANIL)
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<ERFHIRAA —/N\—Y 4 MEHI OB ZE >

National Bank of Belgium
Bank of England

Bank of Japan

European Central Bank
Federal Reserve Board

BIS CPMI
EG = Executive Group

Banca d'ltalia

Bank of Canada
Banque de France

De Nederlandsche Bank

Bank of Korea
Central Bank of Russian Federation

Hong Kong Monetary Authority
Monetary Authority of Singapore

oG = Cooperative Oversight Group

Central Bank of the Republic of Turkey

Oversight Forum

Deutsche Bundesbank
Federal Reserve Bank of New York
Sveriges Riksbank

Swiss National Bank

People's Bank of China

Reserve Bank of Australia
Reserve Bank of India

Saudi Arabian Monetary Agency.
South African Reserve Bank

—
S

TG = Technical Oversight Group

—
/
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*SWIFT (&, BERFVATLRELFERGHIUREERT S0, a7 TV TILVENEREEEZZTOE
FERAT A LEFTEGI I EMD, A—N—H A rhERIE, A—/N\—H 1 FDF=ODEEL LT,
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<High Level Expectations (HLE) D#ZE>
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- YROEEBETOAOEDMEEER
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- ETMGE - KFEEFEICKY . RHOEIREER
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BRI D ENFFINTL D,
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Customer Security Controls Framework D#f &

WZAIEH (mandatory control)

#)221EH (advisory control)

CATIREADT Y
+ Z iR

1.1 SWIFT IRIEEDRE
12 ARL—F 45 - DRATLDORE

. MESsTE DHIR

21 RET—42 78— - X2 FT4q
22 X)) T4 Ty ITF—F
2.3 VAT LRIk

2.4
2.5
2.6

NY DA T4 RT—R70—- X2 T«
NEEET—F X2 T+q
ARL—E2—t vy a DEEERE

27 HBHRFyr
28 EELEFFHONE
2.9 HE5IHIR
. MIENRSME |31 DEMRESH
4. TOERX—F |41 INRT—FK - Ry o —
ERDF1E 4.2 EHERDS
C ARANEER - AR | 5.1 ARHEE 53 ABHERAJTOEXR
HEH 52 b=V UEH 54 NAD—FDEEFE
. EEHRFEEDR 6.1 TILD T TREK 6.5 RARA
H 6.2 VI b T7REK
6.3 T—AR—XxIEK
6.4 OJEE - E=42Y Y
. BHRIGETE - | 7.1 A N—BEX 7.3 FERATRE
FEH 72 X2 )T 13l 7.4 DFVFYRIAH
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B7OERADTT, EA1—H—F, [REAEERR] OREOFEICETHIBECEEZITL. TOREEZ SWIFT
[CEFE. RMEABE. SWIFT ICXYEFMICEEIN, MEEDTERZEZHLEL T, TOMSIMBEFETH

St 1 —F—DEEICHEN D,

- 2017 ERFCICRBEFHMZ T > TLWVEWI—HF—IZDUVTIL, 2018 F£ 1 AL, SWIFT AZDEHE
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- —BDOI—HF (I, SWIFT DRRT 2HEkEE (Service Bureau) %@ L THIEMIZ SWIFT Ry FD—
7 (2 H& e,
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XELTUL,

1

28



