
1 Bank of Japan June 2022 
 

Bank of Japan Review 
 
 
 
 
 
 
 

Introduction 
In recent years, the digitalization of daily life has been 
advanced substantially as the digital devices such as 
PCs and smartphones have been widely adopted, and 
the Internet of Things (IoT) for home appliances and 
automobiles have grown rapidly. In this situation, 
personal information is actively collected, processed, 
and transmitted for a variety of purposes. The use of 
personal information not only improves the quality of 
services received by individuals, but also contributes to 
the economic growth and the social welfare through 
enhancing innovations and creation of new digital 
services. This trend has been reinforced by the rapid 
development of data processing and analysis methods 
such as machine learning and artificial intelligence. 

Against this background, a variety of data-driven 
business models have been emerged. In particular, the 
“digital platform companies” has gained much 
attention in recent years. The platform companies 
design and operate internet-based platforms for the 
purpose of fostering trades and information exchanges 
among participants. Major social networks and online 
market places are regarded as prime examples of 
platform companies.   

The core feature of the platform business is to 
establish a mutually reinforcing mechanism where the 
more activities happen at the platform, the more data 
the platform company can collect, and then take 

advantage of the “increasing returns to scale” 
properties in networking and use of data (further details 
will be discussed later). In this respect, academics and 
policy makers have actively discussed a wide range of 
issues regarding potential side effects of the huge 
platforms on the competition and the proper use of 
personal information. 

This article is intended to provide an overview of 
the economic implications of the use of personal 
information by reviewing recent international 
discussion. In particular, we will illustrate the 
mechanism, which might generate monopoly power of 
the platform companies, and potential implications of 
public digital payment instruments in light of 
eliminating inefficiencies arising from the less 
competitive market. 

While this paper will focus on the economic 
consequences of the use of personal information, 
needless to say, a multi-faceted approach is necessary 
when we consider appropriate privacy protection and 
competition policy. Especially, we acknowledge that 
privacy is recognized as a right to individual’s 
personality, protecting his or her intrinsic value, in 
many jurisdiction including Japan. On the other hand, 
to derive the economic implications, this concept is not 
applied to the economic literature, generally assuming 
that privacy has instrumental value, which can be 
evaluated and measured in terms of utility and then can 
be comparable with the value of goods and even 
pecuniary gains.1 

Personal information is actively collected, processed, and transmitted against the backdrop of the 
digitalization of people’s social activities and the rapid improvement of data analysis methods, including 
artificial intelligence and machine learning. In order for individuals and society to benefit from the effective 
use of personal information, it is important that a broad range of entities are able to have proper 
opportunities to use personal information with due consideration to privacy protection. To achieve this 
goal, self-management of private information is crucial, but not sufficient – there might remain 
considerable inefficiencies associated with “market failure” and “negative externalities.” This article will 
provide an overview of international discussion of academics and policy makers regarding these issues. 
In particular, we will illustrate the mechanism, which might generate monopoly power of the digital 
platform companies, and potential implications of public digital payment instruments in light of eliminating 
inefficiencies arising from the less competitive market.  
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Benefits and Limitations of Self-
Management of Personal Information 
In general, information is non-rival while most 
economic goods are rival. That is, information can be 
used repeatedly, broadly, and simultaneously as it is not 
lost when given to others. If it is digitalized, it can be 
easily duplicated and transmitted. Also, information 
can be encrypted to allow only specified parties to use. 
If these properties are jointly leveraged in a well-
balanced manner, both individuals and society would 
benefit greatly from the effective use of personal 
information.  

If individuals enjoy large net benefits through the 
use of their private information, they will be willing to 
provide their own personal information with firms at 
low price or even for free, and it will be possible to 
reach an equilibrium where personal information is 
shared broadly and utilized effectively at a society 
level.2  Also, if people are not eager to provide their 
information, firms can offer compensation to offset this 
resistance. In this case, individuals can decide whether 
to provide information by weighing the disutility of 
providing their private information against the price 
that firms offer, and as a result, an appropriate supply 
of personal information can be realized for a society as 
a whole (Chart 1).3    

 However, a number of conditions should be 
satisfied to ensure that personal information is 
adequately supplied to a society and that individuals are 
rightly compensated for providing their information. In 
this regard, the most important condition which we 
should consider first is to what extent individuals are 
able to manage their own personal information  by  

handling whether, how, and who to utilize their 
information. Additionally, it is also important to 
consider to what extent an appropriate self-
management of personal information is conducted by 
individuals.  

For instance, if all personal information was 
managed by firms, they would have little incentive to 
share their database with other firms, and as a result, 
personal information would not be fully utilized in a 
society.  

Moreover, an efficient self-management of 
personal information is not easy in practice. Individuals 
are often unaware of the value of their personal 
information or, to enjoy attractive services, they tend to 
share their information easily with the service providers 
without thinking seriously about the price of their 
personal data. In such cases, the compensation for the 
provision of information received by the individual is 
underpaid. 

Furthermore, in fact, appropriate compensation to 
the individual and an efficient supply of personal 
information to a society are not achieved only by the 
efficient self-management. 

For example, if a market for trading personal 
information is not in place, the appropriate 
compensation cannot be realized due to a limited price 
competition among firms.4 In addition, depending on 
the type of personal information, effective data analysis 
can be done only after a certain amount of personal 
information is put together. While one customer's data 
can only be used to analyze the preferences of that 
customer, by combining data from many customers, it 
is possible to analyze demand trends representing the 
entire market, greatly expanding the scope of its 

[Chart 1] Supply and Demand of Personal Information under a Competitive Market Mechanism 
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utilization. As a result, the large part of the revenue 
obtained from the utilization of the information often 
belongs to the company that collects and integrates the 
information, not to each individual who is the 
fundamental source of the information. In this case, the 
compensation to the individual is limited.5  

Besides, in order to obstruct the collection of 
information by its rivals, a firm can add a premium to 
the price of the personal information on the condition 
that the individual restricts the supply of information to 
other firms. Under this strategy, an optimal transaction 
is achieved between the parties involved, but personal 
information is under-supplied with a society as a 
whole.6 

Also, if a core service is operated by a monopolistic 
firm, individuals may feel virtually forced to provide a 
large amount of personal information at a low cost in 
exchange for use of the service, even when data 
subject’s consent is officially required. In this case, 
there will be oversupply of personal information.  

In the next section, we will focus on this case and 
explain the mechanism of monopoly by platform 
companies and its implications for the use of personal 
information.  
Mechanisms behind a Monopoly by 
Platform Companies and Oversupply of 
Personal Information: the DNA (Data-
Network-Activity) Loop  

Discussions in academia and among policy makers 
point to the collective “economies of scale” as a key 
driver for the monopoly or oligopoly of the large 
platform companies such as the major social networks 
and the internet shopping sites.  That is, from the 
standpoint of the infrastructure business that manages 

the platform, the operating cost per customer decreases 
as the number of customers increases. In terms of data 
collection and utilization, the integration of a large 
amount of personal information can lead to more 
efficient utilization. In addition, the more customers 
there are, the more active interactions will take place 
between them, making the platform more attractive, 
which in turn will contribute to further customer 
growth. These “economies of scale” are interconnected 
starting from the platform's business model, which 
allows for the acquisition of large amounts of customer 
data as a byproduct of business scale expansion.  

In other words, by collecting and integrating a large 
amount of personal information, platform companies 
accelerate the effectiveness of data utilization, which 
leads to improved service quality, business efficiency, 
and business expansion, raising the attractiveness of the 
platform and increasing the number of customers. This 
finally generates a loop that leads to further 
accumulation of personal information and business 
efficiency. This mechanism is often referred to as the 
“DNA loop,” an acronym for Data, Network, and 
Activity (Chart 2).7 

In markets where “economies of scale” are at play, 
it is likely to result in monopolization. If a monopolistic 
platform company simply tries to maximize its profits, 
(1) the supply of services will be under-supplied due to 
the monopolistic pricing of service, and the exclusive 
access to the user information with strong customer 
retention strategies will be a major barrier to entry, 
which will hinder the efficiency of resource allocation. 
In addition, (2) consumers' bargaining power will be 
reduced, and they may be forced to provide a large 
amount of personal information at a low price to the 
platform company in order to use the service. 

[Chart 2]“Data-Network-Activity” Loop 
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Monopolistic Platform Company in the 
Digital Payment Services and Public 
Digital Payment Instrument 

We can also see a discussion assuming the situation 
where the “DNA loop” occurs and a monopolistic 
platform company emerges in the digital payment 
services. In this case, the payment services available to 
individuals will be a combination of the private 
payment service provided by the monopolistic firm and 
cash as a public payment instrument. At this point, the 
less attractive cash is, the more serious the 
inefficiencies in resource allocation and underpayment 
for personal information will become. The reason is as 
follows.  

The monopolistic platform company raises the fees 
for its services to the level at which people would stop 
using the payment service and shift to cash. In this case, 
the payment service is under-supplied due to the higher 
service fees, resulting in the inefficiencies in resource 
allocation.  

At the same time, the monopolistic firm will reduce 
the compensation for payment information provided 
from customers to the lower limit (Chart 3(i)). 
Furthermore, a wide range of services based on the 
payment service infrastructure (e.g., targeted 
advertising) will either be operated exclusively by the 
monopolistic platform company or outsourced to 
affiliated companies in the same group. 

Against this mechanism, it is argued that a public 
digital payment instrument that offers the convenience 
of digital payments, low usage fees, and privacy 
protection would be effective in reducing the 
inefficiencies and raising the compensation for 
individuals.8  

With a public digital payment instrument, the 
monopolistic platform company would need to lower 
usage fees and raise the price for providing personal 
information in order to prevent a large shift to the 
public digital payment instrument. In addition, by 
widely opening up the public digital payment 
infrastructure, a level playing field can be achieved for 
services leveraging that infrastructure. 9  It is also 
expected to contribute to easing barriers to entry, since 
there is no need to operate a settlement service 
infrastructure as a foundation for such payment related 
services. 10  In this case, the supply of services will 
increase and usage fees for the service will decrease, 
thus improving the efficiency of resource allocation 
(Chart 3(ii)).  

Needless to say, the implications of public digital 
payment instruments must include a variety of factors 

not considered in the simple framework above, and 
conclusions are likely to vary from jurisdiction to 
jurisdiction.11 

In addition, the actual ecosystem of the payment 
services market is considerably more complex and 
multi-layered than assumed in the above discussion. In 
Japan, for example, in addition to the large amount of 
cash in circulation, many private digital payment 
services coexist, and bank transfers are also widely 
used. Consumers choose which payment service they 
use depending on the purposes, and so far, it does not 
appear that a platform company is rapidly 
monopolizing private payment services with the “DNA 
loop.” 
[Chart 3] Monopolistic Private Digital Payment Service and Public Payment Instrument 
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However, looking to the future, it should be noted 
that this may become an important policy issue 
depending on the development of structural changes in 
the payment services market, including business 
strategies of the global platform companies.  
Oversupply of Personal Information due 
to Negative Externalities 

In academia, it is suggested that even if the self-
management of personal information and a competitive 
market environment are both achieved, the “negative 
externalities of personal information” would lead to 
oversupply of personal information and extremely low 
compensation for the provision of information.12

  
The “negative externality of personal information” 

refers to the property that personal information may 
contain not only knowledge about the subjects of the 
information, but also clues for information about other 
individuals who have similar features to the subjects in 
some respects. With the negative externality of 
personal information, once someone provides personal 
information to a firm, that firm could infer personal 
information of a group of people who have something 
in common to the subjects of the information. 

Assuming that the marginal disutility of exposure 
of personal information diminishes (the more one's 
personal information is exposed, the lower the disutility 
of the exposure of additional information becomes), the 
group of people would provide their own personal 
information more easily, even at a lower price. In this 
way, personal information is increasingly provided in a 
chain reaction, and eventually all personal information 
of individuals who are related to others in some way is 
completely shared by firms (Chart 4). For individuals 
who are aware of this mechanism, it is rational to 
voluntarily provide information as soon as possible, 
even at a low price, before their personal information is 
exposed through other people. 

To prevent this mechanism from occurring, it is 
necessary to reduce the negative externality of personal 
information. However, at this point, only some 
conceptual ideas are proposed, including imposing a 
person-specific tax on the individuals who are highly 
correlated with a wide range of others and removing 
hints about other people's information from the 
subject’s personal information (“De-Correlation.”) 

The legal discussion about the personal data 
protection in various jurisdictions and the research on 
data anonymization seem to focus primarily on each 
individual’s “own” personal information. These efforts 
include ensuring the individual’s right to control the 

use of his or her information and the use of information 
on the ground of socially accepted norms, as well as 
developing methodologies that enable data uses 
without identifying the data subjects directly or even 
indirectly. But, the mechanism of oversupply of 
personal information caused by the “negative 
externalities of personal information” has appeared to 
be less focused.  

Conclusion  
Nowadays, personal information is one of the main 

inputs for many companies to add value. Looking to the 
future, with the increasing digitalization of our lives 
and the development of data collection and analysis 
technologies, there are growing expectations for the 
appropriate use of personal information from the 
perspective of economic and social development. 
However, in order to achieve an effective use of 
personal information throughout the society and to 
compensate individuals for their commensurate 
privacy costs, it is necessary to clear various hurdles 

[Chart 4] Mechanism of Oversupply of Personal Information due to the Negative Externalities 
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caused by market failures and externalities.  
Furthermore, the internet ecosystem, business 

models and information technologies are expected to 
change constantly. For example, rather than having a 
centralized structure in which personal information is 
aggregated by a platform company, there is a growing 
effort to create a decentralized framework based on the 
distributed ledger technology and other means to 
control and distribute personal information by each 
individual. 
* Currently at the Financial Markets Department. 
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