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Key risk appetite metrics Component Measure Risk 2017
appetite
Returns Return on average ordinary shareholders’ equity 210.0% 5.9%
Capital Common equity tier 1 ratio — CRD IV end point basis 211.5% 14.5%
Loan impairment charges Loanimpairmentchargesas % of advances: RBWM <0.50% 0.37%
Loan impairment charges as % of advances: wholesale (CMB, <0.45% 0.27%
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Risk

Externally driven

Trend

Mitigants

Risk

Internally driven

Mitigants

(F A —F% 207 )

control, payment systems controls, data protection and backup
and recovery.

Economic outlook We actively monitor our wholesale credit and trading portfolios, IT systems We continue to monitor and improve service resilience across our
and capital flows A including undertaking stress tests, to identify sectors and clients infrastructure technology infrastructure,
(R BATY) that may come under stress due to economic conditions in the and resilience enhancing our problem diagnosis/resolution and change
eurozone, mainland China and in the UK as negotiations to exit (IT, BCP) execution capabilities, reducing service disruption to our
from the EU continue. customers.
Geopolitical risk We continually assess the impact of geopolitical events on our Impact of We continue to focus on resourcing and employee development
(HiBPEYA2) A businesses and exposures, and take steps to mitigate them, organisational to meet regulatory changes as well as to maintain and enhance
where required, to help ensure we remain within our risk appetite. change and our leadership succession strength.
We have also strengthened physical security at our premises regulatory
where the risk of terrorism is heightened. demands on
- - - - - employees
® The credit cycle We continue to undertake detailed reviews of our portfolios and SRS
(FH GRRERED) are proactively assessing customers and sectors likely to come
FA7) } under stress as a result of geopolitical or macroeconomic Execution risk The Group Change Committee oversees the progress of the
events, reducing limits where appropriate. (&g AT A7) highest priority programmes,
underpinning the implementation of our strategic actions to help
Cyber threat and ‘ We continue to strengthen our cyber control framework and ensure that we achieve
unauthorised access implement initiatives to improve our resilience and cybersecurity a consistent on time, on budget and on quality delivery across
to systems capabilities, including threat detection and analysis, access these critical initiatives.

® Regulatory,
technological and }
sustainability
developments
including conduct,

with adverse impact

on business model
and profitability

(BB
.77/
BP=

PAT I
eY7 A,
avgy

)

We proactively engage with regulators wherever possible to help
ensure new regulatory requirements are effectively implemented,
and work with them in relation to their investigations into historical
activities. We also engage with non-governmental organisations
to help ensure our policies address environmental concerns.

® Risks arising from
the receipt
of services from third
parties
(ZRESLEBYRY)

We have strengthened essential governance processes and
relevant policies relating to how we identify, assess, mitigate and
manage risks across the range of third parties with which we do
business. This includes control monitoring and assurance
throughout the third-party lifecycle.

Financial crime risk
environment
(&@ALIE, ~rmy)

<

We continue to develop and enhance the Financial Crime Risk
function and augment our risk management capabilities to further
improve our financial crime detection and compliance capabilities.
We will continue to take steps to enhance our defences against
financial crime across our operations globally to help ensure our
Global Standards are sustainable over the long term.

Enhanced model risk
management
expectations (£ /L
VA7)

We have strengthened our model risk management framework by
establishing an independent second line of defense Model Risk
Management sub-function, and we continue to enhance our
existing policy and standards in order to address evolving
regulatory, external and internal requirements.

Hi it : HSBC [ Annual Report and Accounts 2017 |

4 Risk heightened during 2017
} Risk remained at the same level as 2016
e Thematic risk renamed during 2017

PwC

Data management
(F =2 5)

We continue to improve our insights, consistency of data
aggregation, reporting and decisions through ongoing
enhancement of our data governance, data quality and
architecture framework.

15
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