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1. Introduction

Onee upon a time, it was very clear what our product agenda was - simply lake the ideas which
were successful on "big computers' and move them to "little computers”, A great deal of cffort
and cleverness went toward engineering this feat - much of it directed at problems like living
with toa little memory, using awkward processors, and coping with the complexity of assembly
language programuning. Later on, we got a bit more sophisticated and the PC industry slarted
developing some of its own unique innovations suchas a gmphical user interface. At present we
have just about exhausted the store house of existing technology, and the days of taking
something off the shelf and adapting it to our "little computers” are over. Onc reason fs that we
have already done mostof it, and of course another is that microprocessor based systems aren't
necessarily "little" anymore - they rank among the most powerful general purpose computers on
carth.

The anward march of hardware technology is taking personal compliters to new heights of
processor speed, memery and general functionality per user. CPU cycles and power, however
dramalic, are only one of the issues. We arc also faced with the staggering potential offered by
entirely new developments in other par(s of the system, such as optical storage systems, new
graphics capabilitics, digital data broadeasting, digital video and a host of olher hardware and
software innovations which will change the landscape of our induslry.

The challenge, of course, is to create the software which realizes the potential that this hardware
offers. We have to explore and rescarch the new soltware technology necessary for the PC
environment of the future, evaluate the impact on our upcoming products, and.then follow up
with the loadership and investment of resources necessary to turn ideas into commercial realily.
Microsoft has a great deal of experlence with the last two stages, but historically we have not had
tospend as much effort on the first. This is going lo become increasingly important to us,
particularly as we seek to broaden the realm of personal computing, and make it 2n even more
important facet of people’s day to day lives.

In very general tenns, we have to invest in our fulure by doing more work in research and
technology creation, The remainder of this report is on what wa specifically should do,
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Table customers, columns =
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You can also add any links, files, and other j
Copilot will need to respong.
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+, Analyze incident 583909: OneNote initial access alert da654601065406

This alert indicates that a device belonging to Devon Torres, a user of the contoso.com domain, was
targeted by an emerging, financially motivated activity group that uses OneNote attachments to deliver
remote access malware. The alert provides details about the suspicious process (ONENOTE.EXE) that was
launched from a downloaded file (SalesLeads (1).onepkg) and its parent process (explorer.exe), as well
as the device's hostname (workstation8), OS version (Windows 21H2), and risk score (High). The alert
also shows the device's last seen time, external and internal IP addresses, and antivirus status. The device
has a user-defined tag (ContosoDemo) and is onboarded to Microsoft Defender for Endpoint (MDATP).
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Create a single PowerPoint slide outlining the incident and the attack chain.
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PowerPoint 271 F&1/ERLT] Lik3EE
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The following PowerPoint was generated for you. Verify its content before sharing or pinninguic.aur

investigation.
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Ransomware Attack Investigation and Response

— Summary

A ransomware attack encrypted files on
several devices and demanded payment in
Bitcoin.

The attack onginated from a phishing email
that compromised a user account and
downloaded a malicious PowerShell scnpt.

The script used a rogue GPO to disable
Windows Defender and spread the
ransomware to other devices, including a
domain controller

The SOC analyst used Sentinel and Defender
for Endpoint to investigate and contain the
attack, and restore the files from cloud
backups

Attack chain
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BB Microsoft Security Copilot / Alert on compromised account and device on Contoso.com
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How can | contain devices and accounts that are already compromised?

Copilot [CEA
[T IAAPT NIV M BRCERRICSHENTVSIH S,
EIXFALITNIEELN ? ]

Sabsik Wacatac

To contain the devices and accounts that have already synced with the new compromised GPO pol'-oeJ

we need to isolate the affected devices from the network, revoke the access of the compromised
accounts, and restore the original GPO policies.

Isolate affected devices

Deviceld

€991bcI29bE7038801844318832474F0c F79961a
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Revoke access of compromised accounts

AccountDomain Accountiame
Contoso eturner
Contoso dtorres
Contoso @ounir
Contoso aserra
Contoso haiura

* Restore original GPO policies

DeviceName

workstation9.
workstationg,

workstation?.

workstations

workstationd.

contoso.com

contos

conto

contos

conto

count_DeviceName

2
2019
846
74
76

0.

%0

0.

%0

com

.Com

cona

.Com

B summary 2 Pinned items (5)

Alert Summary

This alert indicates that a device belonging to Devon Torres, a user of the
contoso.com domain, was targeted by an emerging, finandlally motivated activity
group that uses OneNote attachments to deliver remote access malware. The alert

Copilot A'[EZ&
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1. Microsoft Sentinel

I Type “/” or ask anything about security

[T BTN AL xxxe PHTY BRI xxx]

« Attempted AMS! tampering and process injection

« Suspicious Microsoft Defender Antivirus exclusion and startup folder addition
« Suspicious LDAP query and process discovery

« Suspicious WMI process creation

= Suspicious PowerShell command line and script execution

Attack Details

Malicious OneNote package file downloaded
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