guooooogd

Jooubobootuotdbooubotdboon

Joooooogoon

oooo

20010 50



ooooo

UOD00DD0O0O00OOOODODOD0 e e 2

I 0 PN 4

gobooboogogoobbobood

I 8

I I 12
O I P
= I PP
I I 27

gooo

goboobobbooggoobbobobbodgooobobobbooooan
I 32

goboobobbooggoobbobobbodgooobobobbooooan
0000000000000 D0O0O0 s 34

goboobobbooggoobbobobbodgooobobobbooooan
I 37

goboobobbooggoobbobobbodgooobobobbooooan
I 38

goboobobbooggoobbobobbodgooobobobbooooan
UOOODODODOOOO ci i 39

goboobobbooggoobbobobbodgooobobobbooooan
gobobbbbuoogogoobobbbuoooooboon



goboOooooooand

gobooooooobobooooboo

OO00MrJohnHawke, I OO OOOOOOOOOOOOOO DC

godad

Commission Bancaire et Financiere, Belgium Mr Jos Meuleman
Mr Koen Algoet

Office of the Superintendent of Financial Institutions, Canada Ms Judy Cameron
Mr Brad Sullivan

Commission Bancaire, France Mr Alain Duchateau
Mr Jerbme Deslandes

Bundesaufsichtsamt fur das Kreditwesen, Germany Mr Stefan Czekay

Deutsche Bundesbank, Germany Ms Magdalene Heid
Mr Andi Kloefer

Banca d’ltalia, Italy Mr Filippo Siracusano
oooooo OO0 00

OO0 00
Oooooood O 00

OO0 00

OO0 00

Commission de Surveillance du Secteur Financier, Luxemburg Mr David Hagen
Mr Claude Bernard

De Nederlandsche Bank N.V., The Netherlands Mr Erik Smid



Banco de Espafia, Spain

Financial Supervisory Authority, Sweden

Federal Banking Commission, Switzerland

Financial Services Authority, United Kingdom

Office of the Comptroller of the Currency (OCC),

United States

Board of Governors of the Federal Reserve System,
United States

Federal Deposit Insurance Corporation, United States

Federal Reserve Bank of New York, United States

Secretariat, Basel Committee on Banking Supervision,

Bank for International Settlements

gboooooad

Australian Prudential Regulation Authority

European Central Bank

Hong Kong Monetary Authority

Monetary Authority of Singapore

Ms Maria Jesus Neito

Mr Jan Hedqvist

Mr Daniel Schmid

Mr Jeremy Quick
Ms Katy Martin

Mr Hugh Kelly
Mr Clifford Wilke

Ms Heidi Richards
Mr Jeff Marquardt

Ms Sandra Thomson
Mr John Carter

Mr George Juncker
Ms Barbara Yelcich
Mr Christopher Calabia
Mr Thomas Whitford

Mr J-P Svoronos

Mr Graham Johnson

Mr Michael Olsen

Mr Brian Lee

Mr Enoch Ch'ng



gboboboboboooooooooo

gbooboobobooon

goboboodddgoooooooooooobobbbbbbobooggo
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
gobobbouoooooooboo

goboboodddgoooooooooooobobbbbbbobooggo
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddgooooouoooooooobbbbbobbbbbboodgogog
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbbbbbbboogggoo
goddddoooooououooooobbbbbbobbbbbboodgoggg
gobbobbobodgoogobbobbbuooooobbobbooooan

oddddoooooouououooooobobbbbbbbboboooggo
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
gobbobbobodgoogobbobbbuooooobbobbooooan

oddddoooooouououooooobobbbbbbbboboooggo
goddddoooooououooooobbbbbbobbbbbboodgoggg
goddddoooooououooooobbbbbbobbbbbboodgoggg
gobobbooooogoggn



odddooooooouououooooobobbbbbbbboboooogo
gobmoobbbodgoogbobouodggobbobbboooogooboogo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gboboboboogogoobobbuoooooooboobboooooobooo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
OO00000000b00b0ob0obOobDobo0oobo0obOol 0000 one size fits
al DOooOoooooooooog

gobobobbodddgoooououoouoonbobbbobbobbbobdooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gobobobbodgggoboogbbobbbooooooobbobbmooad
gogdddoooooououooooobobbbbbobbbbbbooooggo
gobobbogogoobbobbooooon

odddooooooouououooooobobbbbbbbboboooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
goboooo

odddooooooouououooooobobbbbbbbboboooogo
gogdddoooooououooooobobbbbbobbbbbbooooggo
goddddddgombbbbobodoogooaooooooooo
goboobboooooobbobbbouooooobobbouooon



gbooboooooobooao

goobboododggooooooooooobbobbbbbbobooggo
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goboobdgobgbbogboobouooobboobboobouobgoonbo
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
gobobbodoooobbobboogooobboobood

gboooooooo

O000000000000000ooooooooooooooooooooao
O000000000ooooooooooooooooooooooooooa
O000000000ooooooooooooooooooooooooooa
O000000000ooooooooooooooooooooooooooa
0000000 authorisation O O OO OO authenticationO O 0O 00O 0O O OO
O000000000ooooooooooooooooooooooooooa
O000000000ooooooooooooooooooooooooooa
O0000000000OiIntegrity0 0000000 O0O0OOOOOOOOOOO
O000D00000000000D0O000000Oaudit trailsDOOO0O0OO0O
O000000000ooooooooooooooooooooooooooa
Ooooooood

goobboododggooooooooooobbobbbbbbobooggo
goddddogoooououooooobbbbbobbbbbboogoggg
DoOooobooobboooboboobbooobbOoUnavailabilityt O 0O O
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
gobobobooggooobobooooan



bobobooooboobOobobobobooobooooao

gbobobboodddgoooooooooooobbbobbbbbobooggg
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
gogdddoooooououoooooobbbbbbobbbbbboodgogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goddddoooooououooooobbbbbobbbbbboogogoo
goboobobooogood

000000000000 000O000O00bOo0o0DOOoo0oDoDOooDbOoo0DOoonDO
000000000000 DO00000O0O00DO00DOO0o0DOOoo0DbOOo0DOonDO
OO0000D0000000000000+41 61 280 910000000000
[ jean-philippe.svoronos@bis.afg] 0 OO0 0000000000000 OOOO0O
OO00000000000000O00DbOO0DOOoDOOgon



OOb00o0o0b0o0ooooboobboan

g.0ooooo

goobboododggooooooooooobbobbbbbbobooggo
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
00000000000 000000o0ooo000o0'ooooo00oooooo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gobooooood

gbobobboodddggooooooooooobbobbbbbobdoogoo
gogdddoooooououooooobobbbbbobbbbbbooooggo
0000000000000 00000000000000000000000
gogdddoooooououooooobobbbbbobbbbbbooooggo
gobbbogggobbobbbouoogoobooooooobbboumaa
0000000000000 00000000000000000000000
goboobboooggaoboo

gbobobboodddggooooooooooobbobbbbbobdoogoo
gogdddoooooououooooobobbbbbobbbbbbooooggo
00000000 00000000000000000000 1998000000

!J00000000o00000O00LO0O0O00D0O0UO0DO0DUOO0DLOOOOOOOO
gbobobobobooooobbobobooboboobooooooooooooobooo
gbobobobobobobobobobobobobobobobobobobob oo
oooog

200000000000 0000000000 EQO0OOOUOO0OOO0ODOOOOOOO
gbobobobobobobobboooboobooboobooooobooobobobobooon
gboboboboboboboboboboboboboob
0000000000000 0U0C00O0DOO0O0OOO0OULDOO0OODOO0OOUODOOUODOO
gbobobobobobobobobobobooboboboboboboobobooboo
gbobobobobobobobobobobobobobobOobobobobOobOobo
gbooboooboboboboooboobooboobooboobooboobOoDoo
gbobobobob i boboOoprPINDODOOOOOOOOODLDODOODOODOODODOOOD
gboboboboboboboboboboboboboboboboboboboboo
gbobobobobobobobooooooobooooooooooooboooooog
gbobobobobobobobobobobobobobobobobo
‘0000000000000L00O000O00CODOO0UOO0DDOOUDOOOUDOO0OOOO



gogdddoooooououooooobobbbbbobbbbbbooooggo
00°000000000000000000000000000000000O0
gogdddoooooououooooobobbbbbobbbbbbooooggo
obooboodoogogobbbleood 11ubooouogoooooougd
EBGU LU OUOOUOOU

gobooboodggg 20000 1o00boboboooooobobooobooogg
0000000000000000 EBGOOOO0O0OOO0OOOO®OOO0OOOoon
gogdddoooooououooooobobbbbbobbbbbbooooggo
ogdddoooooououoouooobbbbbbbbbbbboogogoo
00000000000 00000000000000000000 00000
gbobobbodgoggobbobbooooescoooboboooooooog
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gbobobbougoogobboobood

gboooooooo

eEGUU0LDODOOOOO0O0O0OO0DLDODLOOOOO0OoOobLbObObo0ooan
gobobobbougooobobobbbodoooooboo

goobbogubboobbbooubobooobobooouobbooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gooobbobbbobobbbbbbbobdddduoooooooooonbDn

0000000000000 D0000000D000000000DOD000D0oooo0oDoag
0000000000000 00000000000000000000019970 90000
0000000000000 00OD0000O00D0OO00D000OODoOO00DODOODO0o0oDoDad
0000000000000 DODODDOO000000000000000DO000000O000Oad
0000000000000 000OD0DO00D0O000O00DODO00000DO00DODO00OO
0000000000000 00O000OBISOOODOOOOO http:/iwww.bis.orgd 00O
oo0oDooooooooo

00000000000 000000000D0000MI19980 30MBISOOOOOO
O O http://www.biscorg0 OO O DOOOO0O0O

0000000000000 000000000000I20000 100MBISOOOOO0NO
0 O http://www.bisorg0 OO O D0 OO0OO0O

‘0000000000000 0000000000000000ODODO0O0O0oOooOoon
00000000000 000O000000D000O0DO000OD00



gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gooboboobbododd

goobbogubboobbbooubobooobobooouobbooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobboboboobbbobbbodddgdoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gooobooooodd

gobbobboogogoobboobbodoooobbobooooooon
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobboboboobbbobbbodddodoooooooooobn
gooobbobbbobobbbbbbbobdddduoooooooooonbDn
gobobbobbuoogoooobobbuoooooon

gobobbooggoobbobbouoooobboboouoooon
gogoobboboboobbbobbbodddgdoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gogoobbobobooobbbobbbobddodoooooooooobn
gobboobbuogoogoboboboodd

gbooboooon

gbobobobbodgogescUooobobobboodoooobboobobooooan
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg
goddddogoooououooooobbbbbobbbbbboogoggg

10



gbobobobboooggoobbobobuougoooobobboooooobooo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
goboobooogood

gbobbobbbodgoogobbbbbdooooobbobboduogdud EBG
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gobbobbboogoogobbobbbooooan

gbobobbboooggoobboooobbobbooooooboboobbooobo
gobbobbodgomuggoboobboooobbobboooonobogag
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
oo

gbobobboodddggooooooooooobbobbbbbobdoogoo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
goooood

odddooooooouououooooobobbbbbbbboboooogo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo

11



gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gobobbogogoobbobbooooon

gbobobboodddggooooooooooobbobbbbbobdoogoo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gobbobbobougoooobbobbbdooooobbobbooooon

gobbobbbdgouoooobbobboooooobbobn boodone
sizefitsal DODOOO0OO0O0OO0OO0OO0OO0OOOOODOODODOODOOOODO
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbboogogoo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
goooboooogad

gbobobboodddggooooooooooobbobbbbbobdoogoo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
gogdddoooooououooooobobbbbbobbbbbbooooggo
goooobood

bobobooooobooboboobobon

gboboboboodddgoooooooooooobbobbobbbobooggg
gogdddoooooououooooobbbbbbobbbbbboodogoggo

12



gboogduoooogubbobbuougooobobobbuoooooobooo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gobbobbouogoooooboo

O0000000O0O0O0O0O0OO0OOO®OooOooon
gobobbobbuoogoooobobboooooon
gobobbbbuoooooobbbobboodo

godobbobbuogoooobbobboooooobbobobobbodgo
gobobbobbuoogoooobobboooooon

gobooboboobobooboboooo
gobobbbbuoooooobbbobboodo

goboobobbodbbbooobboodbbddnon-repudiation 0000
gooooo

gobobobobbouoooogobboboodd

gobbbuodoooobbbbooooobbuooooobbobboogo
gobooo

gobobbbbuoooooobbbbbuoooooobooo
gobobbbbbudgoooobbbobbuoooooon
onuugoooobboboooogo

gobooboboboboobobooboobobooboobbobboobboonao
mnogooobboggogobbobboooooobobobood
1200000000 oooo

wBOgooboooogbbbbboodoooobbobobbouooooobon
gobobbbboudgoooobbbobboooooooobobn

. 0000000000000 0000000000000000OODO0O0000OUODOOoD
gobogbooobdoobooobooboooobooboobboobboobooonoo
uboboogbboobooobboobobobooboobobboooobbooboooboo
uboboogbbooobboobuooobouoobboobboobbooboobooobaooo
o0oOo00o0ooboo0ooooobOo0oooOobouobOoOon0OdOsupervisory boardd O
uboboogbboobobooboobboabbooboobobobobuobboobaooboo
gobogoboboobooboooboobobooboobobooboobboobooonoo
bbb obooooogobooobuooboboobboobbooobog
goboooboogobuooboobboobooboboobooobobo

13



140000000

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gobooboboouoooobobbobbbodooooobbobbooooan

dboboboooboooboboboboboooooo

gbobobbbododgoooooooooooobbbbbbboboodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goo

gbobobbbododgoooooooooooobbbbbbboboodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobobbbbbobbbbbboodgoggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
gobobbooooooggn

dbboobboobooboboboobobooboboboboOobOooboobobobon
bobobobooobooboobobobooboooboobobooboon
vboboboobooboboboboboboobobobobOonoooao
bobobobooobooboobobobooao

gbobobooodoogooooooooooooobbbbobibbbobooogoo

14



goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gbobobobbooogogobbobbbouooooboboboooooooboo
gobooboboogbbobbodooooboooobobbobboooooon
gobobbbbbudgoooobbbobbuoooooon
gobobobbooogobodoooobboboboodoooobbobon
goboobboboboobbbbbbtooddodoooooooooobn
gooboobooodd
goboobbooggoobbobbooooooobobboooooon
goboobboboboobbbbbbtooddodoooooooooobn
HRN
0]
gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobobooogoobobbobbooooan

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gbobobobooooggobobbougooobobobbooooooboobo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoouooooobbobbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goboboood

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo

15



0000000000000 00bO0DbODOoDOOoo
00000000000 DO0O000DO0O000DODbOOo0ooDDbOOo0OooO
oood
0000000000000 O00DO0DO0ODOO0DOO00oDooooooOOoDbOon
O000000000DO00O0000bO0DO00O00oDOODOoOobOoDOOn
O000000000bO00O0000bO0DO00bO0oDOOoDoOobOoDOoOn
0000000000000 DOOO0000000DDODObOOO00OoOooOn
0 escalation procedurgs] 0 0 O O °0
0000000000 DO00000000DOOoDOoDO0ooooooOOoDbOoon
O000000000bO00O0000bO0DO00bO0oDOOoDoOobOoDOoOn
O00000000DOO0DO0DOO0DO0DOO0DO0oDOoDooooobOOobDOoon
0000000000000 O00DO0DOO0DOO0DoDO0oDoOoDOO0oDoOOooOOoDbOon
O00000000DO0DOO0ObOO0oDOO0DoDOooDOooDoooon

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoouoooobobbobbbobbbbbbooooggo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goboobooogogooboo

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobbooooogobbbobood

dbboobbooboobobobooboboobbobobOobOoobobobobobon
gbobobobobooooooooaoo

gobobobooooogoooooooooooobbbbobbbbobooogo
goddddoooooouoooooobbbbbbobbbbbboooogoo

‘0000000000000 000000000000000000D000DOOODODOO
goboooboboobooboobooboobbooboooo

16



goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goboobboooooobobbbbouooan

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobobobooooooobbbbbuooooobobobbouooon

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooououooooobbbbbbobbbbbbodgoggo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobboooooogan
goboobobbooggoobbobobbodgoboodoooobbobbon
O0000000O0O00oOoOoooooo®™
goboobobooggoobbobboooooobbobooooooon
goboboobboogoggn
00000000000 000000000000o0DoO0ooooooo™
goboobboboboobbbbbbtooddodoooooooooobn
O0000O0oO0O0oo*ooooa
goboobobbooggoobbbbbodoooobooooobbobon
goboobboboboobbbbbbtooddodoooooooooobn
goboobboboboobbbbbbtooddodoooooooooobn
ooooo® o

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
gobobobobouooogobbbbbodoooan

YODooOooOUUUOUUU0Uoooooooooooooooooooooooooooo
ubobooobboobuooboobboobboooboaobod
0000000000000 00000000000D000000D0000DOOOOOO
gooogo
2000000000000o000oo0o0000o0000D00o00oUUoooOooooo
goboogoobogooog

B 0000000000000 00000000000D0D0D00D00D0000D0D0ooooo
goboogooogoogd

17



dbboobbooboobobobooboboobbobobOobOoobobobobobon
bobobobooobooboobobobooboooboobobooboooao
gboboboooobobooboobobobobooooobooboobanao

gbobobooooodgoooooooooooobbbbobibbobooooo
goddddoooooouoooooobbbbbbobbbibbboodooggo
godddddgoooouoouooooobbbbbobbbbboooooggo
goddddoooooouoooooobbbbbbobbbibbboodooggo
goddddoooooouoooooobbbbbbobbbibbboodooggo
goddddoooooouoooooobbbbbbobbbibbboodooggo
goboobood

gbobobooooodgoooooooooooobbbbobibbobooooo
goddddoooooouoooooobbbbbbobbbibbboodooggo
goddddoooooouoooooobbbbbbobbbibbboodooggo
goddddoooooouoooooobbbbbbobbbibbboodooggo
gbobbouogobbbbbouogoobuoooooobobboooooobobooo
goddddoooooouoooooobbbbbbobbbibbboodooggo
goddddoooooouoooooobbbbbbobbbibbboodooggo
goddddoooooouoooooobbbbbbobbbibbboodooggo
goddddoooooouoooooobbbbbbobbbibbboodooggo
gobbobbougoooobbon

gbobobooooodgoooooooooooobbbbobibbobooooo
goddddoooooouoooooobbbbbbobbbbbboodogoggo
000000000oo0o0ooooooooo*oooooooooooog
goddddoooooouoooooobbbbbobbbbbboodgogoo
goooood
gobooboobbbbbodoooobbbbbodoooobboboon
goboobboboboobbbbbbtooddodoooooooooobn
goboboooodd

“000000000000000000000000D00D0D000D00O00DODOOoOOo
goboogoobooboobooboboobbooboobobooboobooobooonoo
gobooobooboooboobboooboobboobooboobbooboobDbooboo
gobognooboooobdoobboobooboboobooobobuoobboobooonoo
gobogbobooboboobdoobbooboobbooboobobuoobboobooono
uboboogbboobooobboobuoobbooboooboobuoobbooooooon

18



gobooboboogobbodoooobbbbbtodooooooooon
gobbogbbgoboboobdoboobbobobooboobooobb
gobobbobbuoooooobbooo

000000000 0O®™mO0o000000o0o0o0oo0ooooooooon
goboobboboboobbbbbbtooddodoooooooooobn
gobobbbbouodgoooobbbbouooooobobooo
goboobobbooogoobbobboooooobboboouoooon
goboobboboboobbbbbbtooddodoooooooooobn
gooooo
goboobbooogooobbbobboooooobobobboooooon
goboobboboboobbbbbbtooddodoooooooooobn
goobbbbboooooooobobo
goboobbooggoobbobbooooooobobboooooon
goobobobboogooon

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
gobooboboouoooobobbobbbodooooobbobbooooan

gbooboboooooboobooobooo

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
0000000000 00*™00D0O00000D0o00ooooooo

goooooo
goooboooo
goboboobboogoggn
gooooo

gooooo

uobooobboobooobbooboobbooboonon

L0Oooooooooo

0000000000000 00000000000000000000000oooo
goboooboobooboobbooboobboobooobbooboobboooobo
goboooobooooooboon

19



goooboooo
goboboobboogoggn

O0000000O000o000DOo00D0OU0ODO0D0DOoO0ODOoODOOoOOOoO
0000000000 Y authenticate the identity and authorisation of
customers0 000000000 O0OOOOOODOO

gbobobbobodddgooooooooooobbbbbbbbboboogoo
oddddoooooououoooooobbbbbbbbbbbodgodggo
oddddoooooououoooooobbbbbbbbbbbodgodggo
gboboobobooogoooobon

gbobobbobodddgooooooooooobbbbbbbbboboogoo
oddddoooooououoooooobbbbbbbbbbbodgodggo
oddddoooooououoooooobbbbbbbbbbbodgodggo
oddddoooooououoooooobbbbbbbbbbbodgodggo
oddddoooooououoooooobbbbbbbbbbbodgodggo
goobooboogodad

O0000000000oooooooooooooooooooooooooa
O00d0ddoooooooooooooooooooooooooooooao
O00d0d0dddooooooooooooooooooomooooooon
00000000000000000000O0®00000000000000
OMo000000®0000000000000oo0o0000o0ooooooo
O000D0Oo000oooooooooooooooooooooooooooon
00000000 O0OOOauthentication databasel 000000 O0O00Ogoog
00

0000000000000 00Jauthentication 000000000000 0OOOO
gobogobooboobobooboobbooboobobooboobboobooonoo
000D obooobdb0dentification D 00000000 0O0OOOOO0ODODOOO
Uboboboobdboooboboooboboboo0o0om™bobUDOauthorization OO0
uboboogbboobooobboobuoobbooboobobooboobboobaaoo
uboboogbbooooobboobuoobbooboobobooboobbaoobaaoo
ugoboogaoo

0000000000000 00000000O0U000000 IDO0OOO0OO0O EOOOO
goboogoboobobooobooboooobga
¥0O000000U000U0000000000000000000o0oooooooooo
gobooobooooooobooon

20



000000000000 0000000000®00000000000000
goddddoooooouoooooobbbbbobbbbbboodgogoo
0000000000000000000000000O000O00OO0OoooO®g
gbobooodgimbuoogbboogggbboogoboogbobbouogaoa
0000000000000 000000000000000%®00000000
goddddoooooouoooooobbbbbobbbbbboodgogoo
000000®0000000000000000000000000O00000O
gobobbooooogobbbobood

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
0000000000000 0000000*0000000000000000
goddddoooooouoooooobbbbbobbbbbboodgogoo
goboboood

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gbobobbobooogooobbobbougoooobobbuoooooobooo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gooboobooooan

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gboboobboooogoobbbbbuooooooboo

X 0000000000000000O00000OOOOO
A20000000000000000000C0OODOO00O0OOOOOOOOOOOOOOOO
goboodgbooboooboobooboooboobbooboobboooboooobooobo

Z 00000000 0oOPKIDOODOOOODODOOOODODODODOOODODOOOODODOODDOOD
gobooobobooboobboobopPKIoobogoboobooobooboonoo
000000000000 O00000000000UO0DO0O0UOO0OO0OUOO0ODOOOO
uboboogbboobooobboobuoobboboobboobooboboobooaoo
ubobdooobooboobboobbuoobboobboobooobooobaonboo
uboboogbboobooobboobuoobbooboobobooboobboobooboo
gobooboobooobuooboobobon

# 0000000000000 000000000000000000000ODO0O0O0O0O0
gobooobboobooobooboobbooboooboonbDm

21



O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
goboobboboboobbbbbbtooddodoooooooooobn
ERERE

O 0000000o0o0oo0o000ooooooooobooooogooooooo
00000000000 00%0authenticatedsource0 000000000
Ooo0Ooooog

O obobbobbbbibboboooooooooouooooooboobobobon
gobobbbbbougoogobbbobbooooooobobo

O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
gooobobbodadd

00000000 O0O0O0OO0000O0OO0OO000O00O00000 O3 non-repudiationd
gbobonooooboboboboboboobooboboboboooao
gooaoao

gbobobbobdodgoooooooooooobbbbobibbobdooggo
goddddoooooouoooooobobbobbobbbbbboodgggoo
goddddoooooouoooooobobbobbobbbbbboodgggoo
goddddoooooouoooooobobbobbobbbbbboodgggoo
goddddoooooouoooooobobbobbobbbbbboodgggoo
goddddoooooouoooooobobbobbobbbbbboodgggoo
goddddoooooouoooooobobbobbobbbbbboodgggoo
goddddoooooouoooooobobbobbobbbbbboodgggoo
gobbobbodooooobbbbbodoogooobon

gbobobbobdodgoooooooooooobbbbobibbobdooggo
goddddoooooouoooooobobbobbobbbbbboodgggoo
HRN

O oobbobbbbbibboboooooooooooouooooobobobbbn
gooobbobbooobbbobbbtbuddguoooooooooobn
gobbobobbouogoogobbobbodo

0000000000000 0000D000000D0O0OOODODOOO0

22



O obobbobbbbibboboooooooooouooooooboobobobon
gobobobobbouoooogobboboodd

O obobbobbbbibboboooooooooouooooooboobobobon
goooooo

000000000 0®00000000000000000000000000
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gbobobobobooooggobobbuooooooobobbuoooooobooo
goboobboooooobbbbbodoooobbobobboooogn

dbboobbooboobobobooboboobbobobOobOoobobobobobon
bobooooboobobobobobobooboobobobooboooao
goao

gbobobobobodoodgoooooooooooobbbbbobbbobooogo
goddddoooooouoooooobbbbbbbbbibbboodoodgoo
goddddoooooouoooooobbbbbbbbbibbboodoodgoo
goddddoooooouoooooobbbbbbbbbibbboodoodgoo
gbobobboooogoobbobbooooooboo

gbobobobobodoodgoooooooooooobbbbbobbbobooogo
goddddoooooouoooooobbbbbbbbbibbboodoodgoo
goddddoooooouoooooobbbbbbbbbibbboodoodgoo
goddddoooooouoooooobbbbbobbbbbboodogodggo
goddddoooooouoooooobbbbbbbbbibbboodoodgoo
goddddoooooouoooooobbbbbbbbbbbboodoogoo

000000 PKIDOOOODOOOOOOOOOODODOOODDOOODOOOODOOODODOOD
gobooobooboobobooboobooooboobbooboobboobooonoo
uboboogbboooooboobbogboobbooboobboobboobaaoo
gbobogoboboooboobobobobooooboboboboboboecaADOoonog
uboboogboobbuoaboobbooboobobuooboobboobuoobboobao
ubobooagbooboboobooboboabbooboobboobuaobboobaaoboo
gobogbboooobdoobbooboobbooboooboboobboobooonoo
gobogoboooboobopPKIDOODOOOoObOOoOobOOoOooDbooboouoboooo
goooooogn

23



goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goboboboboooooooobon

gbobobbobodddgooooooooooobobbbbbbbbobgooggo
gobooboooooon

O obobbobbbbibboboooooooooouooooooboobobobon
goboobbobboobobbbbbbtodddodoooooooooobn
HRN

O obobbobbbbibboboooooooooouooooooboobobobon
goobobobboogooon

O obobbobbbbibboboooooooooouooooooboobobobon
goooooo

0 0000000000000000000000000%0

dbboobbooboobobobooboboobbobobOobOoobobobobobon
bobobobobobobobobobobooboOobobobOonoooao
gboobooooooboaoo

gboboboboodooggoooooooooooobbbbobibbobooooo
goddddoooooouoooooobbbobbbobbbibbboodooogo
goddddoooooouoooooobbbobbbobbbibbboodooogo
gobbobbougoogobbbbbuoooooobbobbooooon

gboboboboodooggoooooooooooobbbbobibbobooooo
goddddoooooouoooooobbbobbbobbbibbboodooogo
goddddoooooouoooooobbbobbbobbbibbboodooogo
gobobboodooogoobobobbood

gboboboboodooggoooooooooooobbbbobibbobooooo
gobodobdgobobboobgubouboobboobboobouoboobo
gobooboogoooobobbooooad

¥ JJ0o000000o0o00oooooODO0o0oooooo

24



goooooooboboooboobobbbbboboooooOoooobooobooboonn
Ointegrity0 00 0O0000O0OCOOO0OO0ODOOCOOODOOO

goboboboododggoooooooooooobbbbobibbobooooo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goboboooogoobbobood

goboboboododggoooooooooooobbbbobibbobooooo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goooood

goboboboododggoooooooooooobbbbobibbobooooo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbbobbbbbboodoodggo
0000000000000 0®000000000000000000000O
gboboobboooogoobbbbbuooooooboo

O obobbobbbbibboboooooooooouooooooboobobobon
goboboobboogoggn

O obobbobbbbibboboooooooooouooooooboobobobon
goboboobboogoggn

O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
goon

O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
goobbobbbugoooobbooboboodd

O obobbobbbbibboboooooooooouooooooboobobobon

2 J0J000000000000000000000O00OO0O0OO0OO0OODOO0O0OO0O0
goboooobooooooboon

25



gobobbbbuoooooobbbobboodo

OO000O0OO0OO0O000DOOOO000DOOOO0OO0O0DOOOO000DOO0Oaudit trailsO
boboboobooooooobooboba

gbobobbbododgoooooooooooobbbbbbboboodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
gboboobbooooooobbbbboooooobbobood

gbobobbbododgoooooooooooobbbbbbboboodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goddddoooooouoooooobbbbbobbbbbboodoodggo
goboobooogogooboo

gobobbooooooggn
gobooboogoan
gobboboouoooooboboo

o o o o

gobbobobouooooobbbobboooooooboo

gbobobbbododgoooooooooooobbbbbbboboodggo
gobbobbooooooooboo

dbboobbooboobobobooboboobobobobOoboOobobobobobon
gbobobooboooboooboobobobbobobobobooo
gbooboobobobooooooboobobOobOoboooboon

gbobobooodoogooooooooooooobbbbobibbbobooogoo
goddddoooooouoooooobbbbbbbbbibbboodoogoo
goddddoooooouoooooobbbbbbbbbibbboodoogoo
goddddoooooouoooooobbbbbbobbbbbboodoodgoo
goddddoooooouoooooobbbbbbbbbibbboodoogoo
goddddoooooouoooooobbbbbbbbbibbboodoogoo

26



goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
goddddoooooouoooooobbbbbobbbbbboodgogoo
gbobobobbooogogobbobbbouooooboboboooooooboo

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
goboboboboooooooobon

U doodgobbbbbodoogobobbobbobodoooooboboogg
gobobbbbodoooobobbobboooooobbobbogo

O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
goboobboboboobbbbbbtooddodoooooooooobn
gooboobooodd

O obobbobbbbibboboooooooooouooooooboobobobon
gobobbbbodoooobobbobboooooobbobbogo

O obobbobbbbibboboooooooooouooooooboobobobon
gobobbbbuoooogobbobbboduoooon

bobobobobooooboboobobobobobOoOoOoOoooboobobaan

gbobobbobdodgoooooooooooobbbbobibbobdooggo
goddddoooooouoooooobobbobbobbbbbboodgggoo
goddddoooooouoooooobobbobbobbbbbboodgggoo
goboobooogoaoboo

dbboobbooboobobobooboboobbobobOobOoOobobobobobon
gbobobooobobooboobobobobobobobOobobooo
gbhboooooobbobooobobboboooobobboOoooobobooan
gboobooboooon

gobbbbbodddoooouououuoooobbbbbbiboboboooogoo
goddddoooooouoooooobbbbbbobbbibbbooooooo
goddddoooooouoooooobbbbbbobbbibbbooooooo
goddddoooooouoooooobbbbbbobbbibbbooooooo

27



goboobboooooobobbbbouooan

gobobobobooooooobbbbbuooooobobobbouooon
O dogdobbbbbdoooobbobbooooooboo
U dogdobbbbbooogoobobobbbooooan

O obobbobbbbibboboooooooooouooooooboobobobon
gobobbbbouodgoooobbbbouooooobobooo

U dogdobbbobbudgogoobbobbboooooobon

O gboobodobgbooboobobboobouobobbooboon
gobobbbbbougoogobbbobbooooooobobo

0 0000000000000 00000O000o0o0oooooooooo?®

dboboobbooboobobobooboboobboboboOobOoOobobobobobon
booobooboboboooooooobobobOobobooao
gboboooooboobOobobooboooo

gobbbobodooggoooooooooooobbbbobibbbobooogo
goddddoooooouoooooobbbbbbbbbbbboodooggo
goddddoooooouoooooobbbbbbbbbbbboodooggo
goddddoooooouoooooobbbbbbbbbbbboodooggo
gbobbobbooooooobbobbood

O obbbbbbbibboboooooooooouuooooobobobobobbn
gogoobbobbobobbbobbbtbooddgdoooooooooonbon
gobobobbooooggn

O obbbbobbbbibbooooooooooouuooooobobobobbbn
gooobbobbobobbbbbbtbotboddgdoooooooooobn
gooboo

O obbbbobbbbibbooooooooooouuooooobobobobbbn
gogoobbobbobobbbbbbtbtboddddoooooooooobn
O optout” DO DO OOOOOOMO

O obbbobbbbibobooooooooooouuooooobobobobbbn

¥ J000000000000000000000000000000000ODO0O0O0O0O0
goboodgbooboooboobooboooboobbooboobboooboooobooobo

28



goboboooodd

O obobbobbbbibboboooooooooouooooooboobobobon
0000000000000 00000000000000000O0O0o®*0

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
gobobboooogoobbobbooooan

odb00db0O0OO0oO0oO0O0oooobo0oboooooooboooboOoboooaon
OavailabilityD O OO OO0OOO0OOO0OOOOOODOODOOOOOOOO
oddddoOoooobbOOoobObOb000o0o0o0obOo0ooooooooo
goono
O
O00000000dooooooooooooooooooooooooooa
Oo000o0odooooooooooooooooobooooooooooa
O0d0d0d0doooooooooooooooooooooooooooooa
O0d0d0d0doooooooooooooooooooooooooooooa
O0d0d0d0doooooooooooooooooooooooooooooa
O0ddd0d00d0oooooooooooooooboooooooooooooooa
O0d0d0d0doooooooooooooooooooooooooooooa
OO0 OD0O0O0000O0OOdenial of service attacks? 0000000 Oooog
O0000O000000oooobooooooooooooooooon

gbobobobobodoooooooooooooooobobbbbobibbbobooogo
goddddoooooouoooooobbbbbbbbbibbboodooggo
bbb oodgooooogooadd?24
gobvobbobbodgooobobbobbbodouoooooobbobood
goddddoooooouoooooobbbbbbbbbibbboodooggo
goddddoooooouoooooobbbbbbbbbibbboodooggo
goboobooooad

U egoogobbobbbodgomuouooooooobboooooon
gogoobbobbobobbbbbbtbooddodoooooooooonbon

O0oOOoOoUoOoOO0O0oUOOoOO0DU0O0oOoOO0O0oU0UOoDOO0OU0DUOooOOooDUoUOooOoDoOn
uboboogbboobooobboobuoobboooobbobboobobooboouaoo
gobooobobooboobbooboobbbobboobbooboobboooobg
gobogobooboobooobooboobooboobobooboboooboooooo
goooobobooboobobooboobbooboooboonoo

29



Oooooooo®™

O obobbobbbbibboboooodoooooouoooooooboooobobon
goboboooodd

O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
goboboooodd

gbobobbobodddgoooooooooooobobbbobbbobdoodogo
gobobobobouooogobbbbbodoooan

dboboobboobooboboboobooobbobobOoboOobobobonobon
gobbboooobobbooooobboooooobobboOoooooo
gboobooboboboboobooboobobobooooooobooboond
gooooao

gobbooodoodggooooouoooooobbbbbbibboboooooo
goddddooooououoooooobbbbbbobbbibbboodooooo
gogddddoooooouoooooobbbbbbbibbibbboodooooo
goddddooooououoooooobbbbbbobbbibbboodooooo
gogddddoooooouoooooobbbbbbbibbibbboodooooo
goddddooooououoooooobbbbbbobbbibbboodooooo
gobbobbbugoogobbbbbuodoooobobobbooooad

gobbobboooooobbobbbodoooooobobobbouooooobon

U obbbobbbbibooooooooooououooooobobbobbbbn
gogogobobbbobobbbobbbotbddddooooooooooon
gogogobobbbobobbbobbbotbddddooooooooooon
gogoobobbbobobbbobbbotbudddoooooooooobn
goobobbbbouooooobbobbodo

U obbbobbbbibooooooooooououooooobobbobobbbn
000000000000 000000o0O0oooooooo®

0000000000000 000000000U0DO00UOO000DUUOOoDOOOO
uoboabooaood

2 00000000000000000000000O00O00O0OOOODODOO0O0OO0O0
gobogoobooboobooobooboooobooboobobuoobboobooonoo
gobooooboobobooobooboooobga

30



O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
gooboobooodd

O obobbobbbbibboboooooooooouooooooboobobobon
gobobbobbuoooooobbooo

O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
gobobbbbboooogoobbobbboooooooboon

O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
goboobboboboobbbbbbtooddodoooooooooobn
goboobboboboobbbbbbtooddodoooooooooobn
HRN

O obobbobbbbibboboooooooooouooooooboobobobon
goboobboboboobbbbbbtooddodoooooooooobn
gooooo

O obobbobbbbibboboooooooooouooooooboobobobon
gobobbbbuoogooobbbbbodoooobobobbogd

31



gooooo

gboboboboooobooboobobobooboobooobooobao

oddddoooooouoooooobbbbbobbbbbboodogoggo
gobobbobboogbbbbbboooogoobobbuooobbbbodgo
gobobbbbuougoogobbobbboooooobbbobbooooogo
gobobbbbtbddooooooobbbbbuooooobbobobboogo
0030

goddddoooooouoouooooobbobbobbbbbboodgogoo
gobobbbbbugooooobobbobbbooooooobbobbbodogo
gobobboobobbobbubbuogoooobbobobbobbodoooao
gobobbbbodoooobobbobboooooobbobbogo

gobodbdgobobgobobobgobguooobboobboobouoboobo
gogobbobobbogoooobbbobbuoooooobbobbboogo
gobobbbbouodgoooobbbbouooooobobooo

gboogogobobbobbuooooobooooooobobobboobobobbo
gobobbobbobbbooooogobbobbbuooooobbobobboogo
Oooooooooo®*o

goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobobobbouoooogobboboodd

U duggggobbobboobbbobbgobboooooooboooon
gogdooooouooooooobbobbibbododoooooooon
gbobobobooooogobobood

¥ 0000000000000 000000000000000000000O0O0O0O00O0
gobogoboobooboobobooboobobooboobobuoobboobooonoo
uboboogbboobooobooboabooobuabooboobboobboobaaoboo
uboboogbboobooobbooboobboobooboboobuobbaobaaoo
uboboodabboobuoobboobuoobbooboobboobooobboobmog
goboogbboobooobboobuoobboobooobooboooooab

¥ J0U000o0o0ooo0oooo0o0o0o0o0o0oooo0oo0oooooooooooooooo
gobogpooboooobdoobbooboobbooboooboboobboobooonoo
RN

32



U duogggobbbbbuoooooobbbbbooouuooooon
gobobboobobooobobdgubobouoboboobobon
gbobobobooooogobobood

U duoogoobbobbbooogooboobo

goddddoooooouoooooobbbbbobbbbbboodgogoo
goobbbbbuooooooobobobbboodo

33



gooooo

dboboboooooboobooboobobooooobooooao
bobobooooooobooboba

goddddoooooouoooooobobbbbbobbbbbboodoogao
gobobbbbbodooooobobbobbbuoooooboon

gooobbobboobbbbbbooddodoooooooooobn
goddooooouooooooobbobbboboodoooooooon
goooobood

gooobbobboobbbbbbooddodoooooooooobn
goddooooouooooooobbobbboboodoooooooon
gboboobobbouoogooobobboooooobbbbooooan

gooobbobboobbbbbbooddodoooooooooobn
goddooooouooooooobbobbboboodoooooooon
gbobooboooogogobobobood

goddddoooooouoooooobobbbbbobbbbbboodoogao
gobobbbbuoogooooobbobbodoooooobbooboboogo
goobboboboododd

gooobbobboobbbbbbooddodoooooooooobn
goddooooouooooooobbobbboboodoooooooon
gobooboooggooboo

gobobbbobbbbbodooooobbbbomobobuouoooon
goddooooouooooooobbobbboboodoooooooon
goddooooouooooooobbobbboboodoooooooon
goooobood

gooobbobbobobbbbbbtbooddodoooooooooobn

goddooooouooooooobbobbboboodoooooooon
0000000000000 000000O0*0000000000000
gbooboooogad

goboobboboboobbbbbbtooddodoooooooooobn

000000000000 O0O0O00000O000UO0DO00UOoOoO0oDUoUOooOoOOoOn
goooooboboooboooboboobooobuooboboobboboobboobooono

34



gobobobooogoobobbobbooooan

goboobboboboobbbbbbtooddodoooooooooobn
gbooboooogad

goboobboboboobbbbbbtooddodoooooooooobn
gobbobbobouooooobbobobboooooooboo

goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobbbbbuoouuooooobobbbooooooobbbbboogo
00000000000 oo0Ooooo?®™

goboobboboboobbbbbbtooddodoooooooooobn
gooboobooooan

gooobboboboobobbbbbbtbooddodoooooooooobn
goddooooouooooooobbobbibbododoooooooon
goddooooouooooooobbobbibbododoooooooon
goddooooouooooooobbobbibbododoooooooon
goddooooouooooooobbobbibbododoooooooon
gboboobbooogoobobbbbbodooooobboobood

goboobbobboobobbbbbbtodddodoooooooooobn
goddooooouooooooobbobbibbododoooooooon
goboobboogooobbbobbouoooooboo

gobobbbbbougooobobbbobbooooouobbobobougo

goboobboboboobbbbbbtooddodoooooooooobn
gbobobobooooogobobood

goboobboboboobbbbbbtooddodoooooooooobn
gboboobbooogoobobbbbbodooooobboobood

goboobboboboobbbbbbtooddodoooooooooobn
gobbobbooooggobbobbuooooobobboooooon

U dudgogooobbobbbboogoooubbobbuouoooon
goddooooouooooooobbobbibbododoooooooon
goboooo

uobooobboobooobbooboobbooboonon

¥ 0000000000000 000000000000000000000O0O0O0O00O0
goboooboobooboobboobooobbobboobboobuoobboooobg
gooogo

35



goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobbbbouooogobbobbboboooooooobboobboogo
00000000000000000000000000¥d

goboobboboboobbbbbbtooddodoooooooooobn
goddooooouooooooobbobbibbododoooooooon
goddooooouooooooobbobbibbododoooooooon
goboooo

goddddoooooouoooooobbbbbobbbbbboodgogoo
goobbbbboooooooobobo

goboobboboboobbbbbbtooddodoooooooooobn
goddooooouooooooobbobbibbododoooooooon
goboobooogogooboo

goboobboboboobbbbbbtooddodoooooooooobn
goddooooououoooooobobbbbododooooooaoaon
gobobobooogoobobbobbooooan

gobobbbbbougoogobobbboouuoooobbobbboogo
goddooooouooooooobbobbibbododoooooooon
gobooboooooon

goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobbobbobbbbooooooobbobbbuooooobbobboogo
gobobbbbbougogooobbobbbbuooooobbobbboodgo
ERERE

goboobbobbobobbbbbbotbddodoooooooooobn
goddooooouooooooobbobbibbododoooooooon
gobooboooooon

¥ 0000 00o0o0o0o0ooo0o0o0o0o0o0oooooooooooooooooooooo
goboodgbooboooboobooboooboobbooboobboooboooobooobo

36



gooooo

vboboboobooobooboboboboooobooobooobooboonao

goddddoooooouoooooobbbbbobbbbbboodoodggo
gobobbobboooooobobbobboooooon

goddddooooooououoooobbbbbbbbbbbboodgodggo
goobobobbooogooon

goddddoooooouoooooobbbbbobbbbbboodoodggo
gogoobbbooouoobbboooouobbbooooobbbooo
00O 3%¥0

goddddoooooouoouooooobbobbobbbbbboodgogoo
gobotobbobbogoooobbobbuoooooooobbobboogo
gobobbbbobbugoooobbobbbodoooobobbbboddo
gobobobobbouoooogobboboodd

gbobbobbodoogubbobbougooobobobboooooobooo
gobobbbbuouoooobobbbooooobobbuoooooobboboo
gobobbbbougoogobbbbboonuooooobboboogo
goobbobbooooooobbooo

goddddoooooouoooooobbbbbobbbbbboodgogoo
goobbobbooooooobbooo

goddddoooooouoooooobbbbbobbbbbboodgogoo
gobobbbbodoooobobbobboooooobbobbogo

¥ 0000000000000 00000000000000000000000O0O000
gobooboooooboooobooboobooobuooboooboobbobboobooonoo
gobooboobooobuooboobobon

37



gooooo

boboboooooboobobobobooooboboobobao

goddddoooooouoooooobbbbbobbbbbboodoodggo
gobobbbbuoooooobbbbbuooogoobooo

goddddoooooouoooooobbbbbobbbbbboodoodggo
gobobbobbougobbbbboooobobbobbuoooooobobogo
gobobbobboooooobobbobboooooon

goddddoooooouoooooobbbbbobbbbbboodoodggo
goobbbbouooooobobooo

gooobbbboobbbobbbooddodoooooooooobn
gboboobooooooobooo

gooobbbboobbbobbbooddodoooooooooobn
gobooboooogon

38



gooooo

dbooboboooooboboboboooboooao
gbooboooooobooboooao

gboogobbbodgooobbboboogoooobbboooobobooo
gobobbbbbougoooobbobbooooooobobo

goddddoooooouoooooobobbbbbobbbbbboodoogao
gobobbbbouoogoobbobbobbbuooooobbbbboodgo

goddddoooooouoooooobobbbbbobbbbbboodoogao
gogoobbbooouobbboooouobbobooooobobbooo
HEN

goddddoooooouoooooobobbbbbobbbbbboodoogao
gobobbbbuoooogobbbbbuooooobbobbboooooon

U dudgoggoobbbobbtodoooobobbbobbuoooooon

goddooooouooooooobbobbboboodoooooooon
goddooooouooooooobbobbboboodoooooooon
gboboobbooooooobbbobboooooobbobobood

U uggggbobboogoobbobbooooooobboooooon
goboooo

U gudgoggbobbtoooooobbbboooooobbobobooon
goddooooouooooooobbobbboboodoooooooon
gobooboouogoobbobood

39



gooooo

vboboboboooboobobobobooooboooboobooboono
dboobobooobooboboooobooooboonbo

gobbouodgggobobboooooobobbobbuoooooobbogo
gobobbbobbbbbodoooobbbboodooboooooon
goooooo

gobbbouodoogobobuogoooobbobbuoooooobbobao
gobobbbbuougooobobbboooooboooobbbbooon
goobbdgogbbboobboooobobboouobbooubbooubn
gooooo

gobbbouodoogobobuogoooobbobbuoooooobbobao
gobobbbbbodgoooboooobbbbbooobobuoooooon
gobobbbbogobbobbuodgobbobbuoooooobbobbbon
gobobbboooogoobobbouooooobobboooooon
gobobbbbbougoooobbobbbooooobobboooooon
HRN

godobbobbobboogoogobbobbbuooooobboboogo
gobobbbbboogooobobbobboooooobobbobbuoooooon
goobbobobbooooooobooo

gooobbobbuodgoooobbobboooooobbobbbboogo
gobobbobbuoboggbobbobbouooooobobboooooon
goobboboboododd

gobbbouodooooobbbbbuodooooobbuooogobobboogo
gobobbbbboogooobobbobboooooobobbobbuoooooon
gobobbbbbougooobobbobbuoooobobobbboooooon
gobobboooogoobobobouooooobobboooooon
gobobbobbuoooooobobooo

40



	目　次
	電子バンキング・グループの構成
	エグゼクティブ・サマリー
	Ｉ．はじめに
	ＩＩ．電子バンキングにおけるリスク管理の原則
	付属文書I 電子バンキングにおけるセキュリティ管理のサウンド・プラクティス
	付属文書IＩ アウトソースした電子バンキング・システムおよびサービスを管理するためのサウンド・プラクティス
	付属文書IＩＩ 電子バンキング・アプリケーションの権限に係るサウンド・プラクティス
	付属文書IV 電子バンキング・システムの監査証跡に係るサウンド・プラクティス
	付属文書V 顧客の電子バンキング情報に係るプライバシーを守るためのサウンド・プラクティス
	付属文書VＩ 電子バンキングの処理能力、業務の継続性、およびコンティンジェンシーに係るプランニングについてのサウンド・プラクティス

