
Security in the Digital Era

8/20/2020



IDEMIA in one Page
8
/2

0
/2

0
2
0

2

Close to

$2.5 Billion
(売上高約3000億円)

in revenues

More than

80 Nationalities
(80以上の国籍の従業員)

3B+
(30億以上のIDドキュメント)
identity documents issued WW

1B+
(年間10億以上のSIM・eSIMカード)
SIM/eSIM shipped
in 2019

900M+
(年間9億以上の金融カード)
payment cards
produced in 2019

Approx. 4M/M cards digitized

(月間約400万のカードのデジタル化)
Authorized by major third party 

wallets

Well positioned
in our markets

#1 in police biometric systems

(警察当局生体認証システム)

Trusted by 1,800 financial institutions

(金融機関)

#1 in civil identity solutions

(IDソリューション)

Trusted by 500+ mobile operators

(通信キャリア)

#1 in US driver’s license issuance

(米国運転免許証)

$200M+
(年間R&D投資額約230億円)

in R&D in 2018 &
over 1,500 active patent 

families

Large scale card
production

5M
500万台以上の(生体認証端末)

biometric terminals
deployed worldwide

15,000 Employees
including 2,000+ in R&D



Some stats on Payment
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Source: Juniper Research

eCommerce Payment

• Digital/Mobile wallet     (10+%)

POS Payment

• Cash    (12%)

• Credit, Debit, Digital/Mobile wallet

2019 - 2023



Raise of eCommerce, rise of…
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• $26B (2019) doubles to $51B (2024)

• Large portion from eCom physical goods 

purchase (65%: 2019, 56%: 2024)

• Money transfer fast growing in emerging 

markets, and Fintech fraud vulnerable 

tech infra.

2019 - 2024CNP Fraud value of major sources 

in 8 Key regions

Source: Juniper Research

$30B



8
/2

0
/2

0
2
0

5

Card Not Present (CNP)

CNP詐欺とは、取引時にイーコマースなどのカードが提示されない状態
での取引で行われる詐欺を指します。

対面取引が難しくなると、詐欺はオンラインやモバイルなどのCNPチャネ
ルへ移行していきます。

チップで保護されたクレジットやデビッドカードが普及するにつれCNP詐欺
が急増すると推測されています。

Raise of eCommerce, rise of…



Global security thread in Payment
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CNP Fraud

• 90% fraud represents CNP in some countries, and rapid increase in other regions

• 80% of total CNP fraud losses is from non domestic transaction

• Some analysts forecasts $130 billion (約14兆円) of loss from CNP fraud by 2024

• 153% increase of credit card data floatation on the dark web

• Fraud on small amounts which is out of radar

• Trying to blending in the standard behaviors of card holders

• 45% of users concerned about fraud when shopping online



Where does the CNP fraud come from?
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1

Merchants

Database hacking

2

Card skimming

3

ATM / POS

4

Email Phishing



Recent incidents
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2020/06/08 Japan 2020/06/22 UK2020/06/23 Japan



A way to fight against: Tokenization
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What is Token?
• カード情報などの機密情報を置き換えた乱数
• 暗号化とは異なり数学的法則が存在しない値の数列でトークンから元の値を復元

することは不可能
• 元の値と一対一で対応
• 16桁番号は16桁番号に。
• 発行されたデバイスやマーチャントでしか利用できない。

Tokenization



PAN vs. Token
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1. Pat Anderson is a frequent customer of 

www.toys.com. Hence, Pat stores his PAN 

(4000 1234 5678 9010) with www.toys.com 

to be able to enjoy 1-click shopping (not 

having to enter the PAN over and over 

again every time he shops)

2. www.toys.com stores the PAN in their 

database

3. A fraudster hacks the database of 

www.toys.com and extracts Pat’s PAN

4. The fraudster can use the PAN virtually 

anywhere

4000 9999 8888 7777

1. As with PAN

2. www.toys.com passes on the PAN to a 

Token Service Provider (TSP)

3. The token service provider assigns the 

token 4000 999 8888 7777 to the PAN. 

This token only works with www.toys.com

4. A fraudster hacks the database of 

www.toys.com and extracts Pat’s token

5. The fraudster can only use the token with 

www.toys.com, it will be refused 

everywhere else

4000 9999 8888 7777

4000 9999 8888 7777

4000 9999 8888 7777

1

4
5

4000 1234 5768 9010

2

3

4000 1234 5678 9010

4000 1234 5678 9010

4000 1234 5678 9010

4000 1234 5678 9010

1

3

4
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PAN
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Tokenization
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Token on device

Tokenization

Token vault

PAN-token 

Mapping

Lifecycle 

management

Token Storage

Data Prep

Connectivity with 

Token 

Requestors

Use Cases

Token on device

Issuer Wallet

3rd party Wallet

Token on vault/file

Merchant/retailers

Token on file for online 

payments

Guest Checkout

(Virtual Card Number, 

Dynamic CVV)

Proximity & In-app Wallet

Secure Remote Commerce

Token on card
Token on physical card

Assets Issuance

PAN

PAN

Instant digital issuance

Physical card issuance

IBAN

Account 

Number

Provisioning



SRC deployment
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Global expansion of

“Click to Pay”

by the 4 American brands.

July 8th 2020



Secure Remote Commerce (SRC)
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Scheme TSP

Card PAN

Card PAN

Token

Merchants

Point of Sales

Transaction request

Card issuers

Merchants

Point of Sales

Merchants

Point of Sales

Merchants

Point of Sales

• Managed by the scheme

• Security, Interoperability, Convenience for remote environment

• Reduce repetitive card info entry, consumer convenience, 

preventing merchant opportunity loss



SRC image screen shots
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Motion Code
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On mini e-paper screen

MOTION CODE™ 

appears permanently

Several electronic 

components

Inside the card to calculate 

Card Security Code* according to time

« Refresh »

Automatic

BATTERY

+

-

CPU

CLOCK

* CSC: Card Security Code. CVV for VISA, CVC for  Mastercard etc …

000

CPU



How does it work?
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1 2

45

3

1 Card data (PAN, 

expiry date and 

MOTION CODE™) 

sent “normally” 

via Payment 

Service Provider 

up to the issuer’s 

authorization server, 

just as a transaction 

with a “normal” card

2 Card is recognized as 

a MOTION CODE™ 

one by its PAN or BIN: 

as a result, CSC 

check is routed for 

validation towards 

the IDEMIA MOTION 

CODE™ server

3 The IDEMIA server 

compares the 

MOTION CODE™ 

submitted with 

the one it calculates 

4 Result

(Valid / Invalid)

is routed back to 

the issuer’ server

5 Transaction is 

approved/rejected



Motion Code protecting transactions
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4 Magic Figures learnt from Commercial deployment
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+5%
new customer 

acquisition

0
cases of fraud

+20%
increase in CNP 

revenue

5 20 0 | 1||

$1
monthly 

fee applied
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Where do we go in the future?

Convenience

Security
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