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IDEMIA in one Page

Close to

$2.5 Billion
(35 LE#9300048M)

in revenues

Well positioned
15,000 Employees 3B+ in I:.m rket
including 2,000+ in R&D S0ELLEQIDRFIX I In ou AlLdEE

identity documents issued WW

#1 in police biometric systems
More than

80 Nationalities

1B+ e
(#ER10/8LL FOSIM-eSIMp—F) (BEURE GRS AT 1)

(80 FOEFEDEES) <( )> all\éléelgIM shipped Trusted by 1,800 financial institutions
(CERIEET)

IDEMIA

900M+ #1 in civil identity solutions

[ (FERBU L OERIN—R) (IDYY1—33>)

$200M+
(ZER&DHELARI230{8H)
in R&D in 2018 &

over 1,500 active patent
families

payment cards
produced in 2019 Trusted by 5004 mobile operators

(BEFTU7)

#1 in US driver’s license issuance

5M

5005 & EQ(EARELITR)
biometric terminals KEES T
deployed worldwide

Large scale card
production

Authorized by major third party
wallets

Approx. 4M/M cards digitized
(BRE#3400H50H—ROTS4H)IE)




Some stats on Payment

Global

eCom payment methods

\

) |

2019

Digital/Mobile Wallet
Credit Card
Debit Card

Bank Transfer
Charge & Deferred Debit Card
Cash on Delivery

Buy Now Pay Later
PostPay

Pre-Paid Card
PrePay

Other

Source: Juniper Research

2019
41.8%
24.2%
10.6%

9.0%

5.0%

4.5%

1.6%

1.3%

1.0%

0.6%

0.6%

2023"

2023"
52.2%
18.8%

8.8%

9.3%

3.0%

2.1%

2.8%

0.9%

0.5%

0.3%

0.3%

Global
POS payment methods
2019 2023"
2019 2023°

Cash 30.2% 18.7%
Debit Card 24.3% 26.3%
Digital/Mobile Wallet 21.5% 29.6%
Credit Card 20.9% 22.3%
Charge Card 2.1% 2.1%
Pre-Paid Card 1.0% 1.2%

*Forecasted

2019 - 2023

eCommerce Payment
- Digital/Mobile wallet 4 (10+%)

POS Payment
« Cashy (12%)
» Credit, Debit, Digital/Mobile wallet
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Raise of eCommerce, rise of...

CNP Fraud value of major sources
in 8 Key regions

$30B

2019 2020 2021 2022 2023 2024

m AirlineTickets m Remote Digital Goods Purchase m Remote Physical Goods Purchase m Money transfer m Banking

Source: Juniper Research

2019 - 2024
$26B (2019) doubles to $51B (2024)

Large portion from eCom physical goods
purchase (65%: 2019, 56%: 2024)

Money transfer fast growing in emerging
markets, and Fintech fraud vulnerable
tech infra.



Raise of eCommerce, rise of...

Card Not Present (CNP)

CNPFEERE(E BREIKF(CA —ONV—RBEDH— RMERESNE U MARS
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Global security thread in Payment

CNP Fraud

* 90% fraud represents CNP in some countries, and rapid increase in other regions
* 80% of total CNP fraud losses is from Non domestic transaction

«  Some analysts forecasts $130 billion #14JkM) of loss from CNP fraud by 2024
*  153% increase of credit card data floatation on the dark web

« Fraud on Small amounts which is out of radar

»  Trying to blending in the Standard behaviors of card holders
* 45% of users concerned about fraud when shopping online




Where does the CNP fraud come from?

1 2 3 4
® ® @ ®
Merchants Card skimming ATM / POS Email Phishing
Database hacking




<()> Recent incidents
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£16 million lost to
fraud during lo

Jun 22,2020
INEWS by Andrew McCorkell

Research shows that 16,352 people in the UK fell victim to
online shopping fraud, with young people most at risk, posing a
threat to trust in ecommerce as 76 percent see shopping online

asrisky.

F1[¥][n] =

Not only do companies need to do more to ensure their online commerce offerings are
secure, they must educate their customers to help protect them against being defrauded
by tricksters to maintain trust in their online brands.

The UK’s national reporting centre for fraud and cybercrime has disclosed new figures
which showed £16 million has been lost to eCommerce fraud during the Covid-19
lockdowns.

2020/06/23 Japan

2020/06/22 UK







PAN vs. Token

me

Pat Anderson is a frequent customer of

www.toys.com. Hence, Pat stores his PAN

4000 1234 5678 9010 (4000 1234 5678 9010) with www.toys.com
to be able to enjoy 1-click shopping (not
having to enter the PAN over and over
again every time he shops)

2. www.toys.com stores the PAN in their

ﬂ database
jom|
A

“
®

i )

4000 1234 57L& 9010

)

PAT ANDERSON

PAN

4000 1234 5678 9010

TS

v

v

3. A fraudster hacks the database of
o www.toys.com and extracts Pat’'s PAN
1% 4. The fraudster can use the PAN virtually
anywhere

v
o 4000 1234 5678 9010 v
v

4000 1234 5678 9010

A 4

4000 1234 5768 9010
ﬂ/ 2. www.toys.com passes on the PAN to a
Token Service Provider (TSP)

3. The token service provider assigns the
token 4000 999 8888 7777 to the PAN.
This token only works with www.toys.com

4. A fraudster hacks the database of
4000 9999 8888 7777 www.toys.com and extracts Pat’s token
5. The fraudster can only use the token with

www.toys.com, it will be refused
everywhere else

me

E'E :)J)

4000 9999 8888 7777
4000 1234 57L& 9010

)

PAT ANDERSON

Token

v

4000 9999 8888 7777

7713,

4000 9999 8888 7777

=5 |5}

A 4
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<()> Tokenization

PN

Token on device
= g
T~ > @ @ --------------- »: Proximity & In-app Wallet
3rd party Wallet
- B
Token on device
E] Guest Checkout
»i 3 e »: (Virtual Card Number,
— — Dynamic CVV)
Issuer Wallet
Tokenoncard ... > .
Token on physical card
Token on file for online
- Token on vault/file 7777 > payments
N
S
N
S, @ 0 T i pf Secure Remote Commerce
Merchant/retailers

11



SRC deployment

ST oo R

Global expansion of
“Click to Pay”
by the 4 American brands.

Amex, Discover, Mastercard And Visa
Take Click to Pay Global

July 8t 2020

PYMNTS:C0M

Four Payment Giants
Expand Digital Checkout



Secure Remote Commerce (SRC)

Scheme TSP

Card PAN - -

fliYourbank

Card issuers

O\

v

A

Card PAN @
—

Token /

Transaction request

7N\
D>>

Merchants
Point of Sales

=

—

Merchants

=2 O

Point of Sales

* Managed by the scheme

+ Security, Interoperability, Convenience for remote environment

* Reduce repetitive card info entry, consumer convenience,
preventing merchant opportunity loss

(g™

Merchants
Point of Sales

EED»

Merchants
Point of Sales



<()> SRC image screen shots
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4= summeraccessories.com

eraccessories.com

Shopping cart Payment method
Sunny Time
—

Sunny Time s a strikingly = [:») P Fayro

circular shape with polished

metal rivets and temple arms,

DETAILS
10 x $1800 Card type v

Subtotal $18,00
Tox $149 Nomea an card
Shipping FREE
TOTAL $19.49 -
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4= | summeraccessories.com @ C
= 7~ Summer Accessories 1
Payment method
—
= » P roy
m— (atyork] (Izsuer nams]
] Brpiieeis >
m— [erwork] [lssuer name]
| i >
B T e el > o000 o w0
€= summeraccessories.com & C
— 7N Summer Accessories 1
Payment method
| 'R =
== E})) P Payr
>
1000 Main Street,
ShIPPINg ¢ Francisco, CA 95123 ?
ot janedoe@mail.com >

124 ~ 456 - 7891

raa— o
€= summeraccessories.com &
— N Summer Accessories

Review & confirm
ITEM oI
Sunny Time
Litem
$19.49
SHIPPING (0
Jane DOE

1000 Main Street,
San Francisco, CA 95123
124 - 456 - 7891

PAYMENT [

—  [Network] [lssuer name]
[a==]

wensaane seen 1234

V' Add this card 1o Summer Accessories

Col

-

C
b 8

e cpurater

s WD

&®C

N Summer Accessories P 8

4=  summeraccessories.com

Thank you for your order Jane !
Order N° 234459008478755

ORDER DETAILS

ITEM Sunny Time

1item

SHIPPING  ane DOE
1000 Main Street,
San Francisco, CA 95123
124-456- 7891

PAYMENT

s [Network] [Issuer name]

wens sarearen 1238



Motion Code

M‘I’l"I'ION

D MOTION CODE ™ COPE
- appears permanentl
= . PP p y
- On mini e-paper screen

/

\\
= Automatic
— [
~ « Refresh »

Several electronic
components

[
Inside the card to calculate

Card Security Code* according to time

* CSC: Card Security Code. CVV for VISA, CVC for Mastercard etc ...



How does it work?

ISSUER'S WMOTION CODE ™
AUTHORLIZATION SERVER SERVER

a Card data (PAN, 9 Card is recognized as 9 The IDEMIA server a Result 9 Transaction is

expiry date and a MOTION CODE™ compares the (Valid / Invalid) approved/rejected
MOTION CODE™) one by its PAN or BIN: MOTION CODE™ is routed back to

sent “normally” as a result, CSC submitted with the issuer’ server

via Payment check is routed for the one it calculates

Service Provider validation towards

up to the issuer’s the IDEMIA MOTION

authorization server, CODE™ server

just as a transaction
with a “normal” card



Motion Code protecting transactions
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4 Magic Figures learnt from Commercial deployment

5120]0]1

+5% 0
new customer cases of fraud
acquisition
® ®
+20% $1
increase in CNP monthly

revenue fee applied
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